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Abstract: For coping with typosquatting domain name attacks, a feasible idea is to actively find all typosquatting domain names
and check the usage of these domain names. To this end, all possible typosquatting domain names need to be generated for the
protected domain names. Based on the research on the types of typosquatting domain names, this paper designs and implements a
typosquatting domain name generation tool. The tool includes a rule —based typosquatting domain name generation module and an
LSTM neural network based on domain name suffix generation module. After practical tests, it is proved that the typosquatting do-
main name affixes generated by this LSTM neural network are similar to normal affixes.
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