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Abstract: The vulnerability of the S7 protocol in the communication process makes the industrial production communication process
vulnerable to attacks, causing great security risks. To solve this problem, this paper proposes a method for detecting abnormal traf-
fic of the S7 protocol based on SIMI. Firstly, the characteristics and vulnerability of the S7 protocol are analyzed. Then, a real -
time abnormal traffic detection method of the S7 protocol based on SIMI is proposed. Based on the correlation analysis of traffic
status characteristics, this method uses the classification characteristics of the SIMI algorithm to effectively identify and classify the
real —time status of abnormal traffic in the S7 protocol, and build a knowledge map of the abnormal traffic status of the S7 proto-
col. Finally, the validity of the method is verified by simulation experiments. Through analysis, the computational complexity of the
algorithm is significantly reduced.
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