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Design and implementation of FPGA encryption algorithm based on CHIP ID

Chen Xiaoyu, Ye Jiadong
(College of Physical Science and Technology , Central China Normal University , Wuhan 430079 , China)

Abstract: Aiming at the problem that FPGA chip power—on configuration data is easily stolen, an encryption algorithm based on
CHIP ID is proposed. CHIP ID is the unique ID that comes with Altera’s Cyclone V series FPGAs.Each CHIP ID can be read by
calling the IP core, this ID can be added to the personalized encryption algorithm according to the needs of developers and com-
bined with the specified FPGA to generate configuration bitstream files. The main program runs a custom encryption algorithm to
calculate an encrypted value, compares the encrypted value with the pre—stored matching value, and judges whether the program is
running normally.The results show that the method using CHIP ID hardware encryption has the advantages of high —stability, high—
efficiency, high-reliability, and less resource occupation.
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