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A mixed mutual authentication supporting
fault-detection in industri ritet of Things
Shen Gongxi@huping
(School of Information Engineering, Nanjihg Polyfechnic Institute,Nanjing 210048 , China)

Abstract:In the industrial Internet of Things (1loT) , ladus @ obots and employees play a very important role in the manufacturing
process. A safe and efficient industrial robot and eellcertification program has always been a research hotspot and faces many
challenges. For example, industrial robots and e s are vulnerable to simulation and desynchronization attacks during the authenti-

cation phase. At the same time, it is difficult for the“@gntrol center to find uncontrolled industrial robots. Aiming at the above situation,

rtin!industrial IoT fault detection is proposed. Elliptic Curve Cryptography ( ECC) -based

a hybrid mutual authentication scheme ¢

authentication and physical unclon ion (PUF)-based authentication are designed for employees and industrial robots, respec-

tively. Threshold-based fault dete sed,and a disable table is added to prevent unauthorized employees from accessing the Super-

vison Control and Data AcquiSig nter (SCDAC). Finally,the analysis demonstrates the feasibility and efficiency of the program.

Key words :industrial Internet of Things; ECC certification ; PUF certification ; hreshold detection
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