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Abstract: The network security of thermal power industry contr‘%ﬁystis studied. The network architecture, security challenges, pro-

tection status and risk sources of thermal power industry ¢ are analyzed and summarized. According to the general princi-

ples and related standards of power system security protegiio in view of the characteristics and security requirements of power pro-
duction network , the proposed security protection archifectur® is based on data probe component unit, covers all levels of the power plant
industrial control network and is configured with itor center. It can deeply analyze various industrial control protocols,identify and
learn known and unknown dangerous flows,and visualize the macro network situation. It realizes the multi-level, three-dimensional and

intelligent security protection of the po ‘ntﬁdustrial control system with deep and effective protection for power plant production

network system.
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