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Abstract : Applying trusted computing technol cldud environment is an effective way to ensure cloud security. The
trusted cryptography module (TCM) of domes ed computing is suitable for single platform, but can not provide secu-
rity and credibility guarantee for cloud platforfig®with multi virtual machines. Aiming at this problem, the virtualization
scheme of TCM is studied, and thegaRghitegure of cloud TCM(C-TCM) is constructed. In the physical environment of

C-TCM, host trusted root and vi ted root are constructed, which provide trusted services for physical host and

virtual machine respectively. A time, virtual trusted root management mechanism is deployed in the virtual ma-

chine monitor layer to reali sources sharing of C-TCM hardware. This scheme can effectively guarantee the secu-
rity and credibility of the ¢ atform.
Key words: cloud security ; trusted computing ; the virtualization of trusted cryptographic module TCM ;the architecture of
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