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ealing, blocking, checking, and killing" constituted by security products is diffi-

Abstract: The traditional passive security defense

cult to face increasingly serious directed ork @ittacks against the relatively closed industrial control system,and build a business-ori-

ented network security defense system re the availability and stability of the protected industrial control system application envi-

ronment. We combine technologi s active threat detection,active threat suppression,and industrial trapping systems to build an
active defense system for in ortrol systems and deploy it in a real industrial control environment to verify its effectiveness. Our
system takes the situation-awaren®8s system for business security operations as the control center,and combines intelligent detection and
defense security equipment like industrial firewalls, host security protection systems and industrial control trapping systems that incorpo-
rate Al technology to achieve intelligent closed-loop threat control and processing.
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