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An intrusion detection technique based on pigeon inspired optimization algorithm

Wang Kang, Huo Chaobin, Li Qingxu
(National Computer System Engineering Research Institute of China, Beijing 100083, China)

Abstract: Swarm intelligence has significant advantages in solving nondeterministic polynomial (NP) problems or problems with too
much search space. In this paper, pigeon inspired optimization(PIO) is applied to the feature selection of intrusion detection systems.
The Sigmoid—based PIO(SPIO) and Cosine—based PIO(CPIO) algorithms were proposed to select the features of the intrusion detec-
tion data set KDDCUP99 and conduct experiments with the method of machine learning to build the model and evaluate the results.
Key words: PIO ; KDDCUP99 ; machine learning

0 : .
N [1]C
’ o ) > 3
o A} N [Z]O
1.2
o s (Pigeon Inspired Optimation , P10)
131
, , (NP) o
o b [410
1
1.1 o
Vi(t+1)=Vy(t) - e "+rand (X,- Xi(1)) (1)
X.(t+1)=X,(1)+Vi(1+1) (2)
, o R , rand [0,1]

5Xg

) 2021 47 2 — 1

http://www.chinaaet.com



http://www.chinaaet.com

ANLE&E

,Xi(1) \Vi(z) t ]
o (PI1O)
51 161 PID

1 9

[71]

’

( ) o PIO . Sigmoid

)

S @i |
2.1
,-
(TPR) . (FPR)

2

- - ’

TPR  FPR, . (6)

1 H
| (6)

, FF=10,% ;? #1XFPR+ 10X o
. (3) .SF ,NF ,
’ ’ U}|+WZ+1/U3=1 o TPR FPR 181 »
’ (4) © W= 01 ,1,{}2:1,l}3:0.45 o
_ Xi(t+1) - Fitness(Xi(t+1)) ; ;
X.(t+1)= 2.2 Sigmoid_PIO
D)= ) S Fitmess (X, (1+ 1) (3) gmold_ vt
, X, ( ) , X 0.1] ’
, Fitness CN (L ’ °
e (1) (1) , (1) Sigmoid
° 191 ) (8) ,
X;(t+1)=X;(¢)+rand - (X.(t+1)-Xi(1)) (4) Stomoid .
s 1 1
2 : : ¢
’ 1
.2 , S(Vi(r))= - (7)
2
(5) R 1+e
1, S(Vit))>r
Ny(e1)=elt) (5) x(oeptit=| 2 (8)
, Vi(t) t .7 o
2.3 Cosine_PIO
PIO
» Cosine_PIO
. Cosine_PIO Sigmoid_PIO 3
( ) ;
Cosine_PIO ( )
s 0 1 . 0
( ) )1
3 KDDCUP99!!

12 —www.ChinaAET.com )
http://www.chinaaet.com



http://www.chinaaet.com

ANLE&E

1 2 3 4 5 41
3 KDDCUP99

2.4
,PIO
X, ().
) 0.1
: PIO
o (9
o 9) Vo,
(10) o
n-1
XXy

V,=cosine similarity (X, , X,)=

i=0 i=0
O (X(=1)[i], S(Vi(n)>r
X(1)oli]= .
X(t-1),[z],
9r ©
(10), ’
2.5
Cosine_PIO PIO
( ) 0
o b (9)
, (10) o
2.6
0.2 o
2.7

(Accuracy) .
(True Positive Rate) \F1
4 o
,TN

, TP

FN ,FP
o Accuracy
TP+TN
Accuracy= — 2t 1N ___ 11
Y = P L INS FP+FN ()
(True Positive Rate, TPR)
TP
TPR= ———— 12
R TP+FN (12)
F1 Precision Recall . Fl
0~1,1 ,0
Fl= 2 X precision X recall (13)
precision +recall
,precision  recall ,
. TP
fision=————— 14
precision =" (14)
TP
ecall= ——— 1
T TP FN (15)
3
PIO KDDCUP99
o (
N N ) o
Python  scikit—learn
TPR .FPR F1
|
1 KDDCUP99
S50 6 [3.5.6,27,33.35]
LSSVM 6 [3.5,23,32,34.35]
(GA) 10 [2,3,4,8,17,21,23,31,34,36]
SVM 10 [2,3,4,5,6,8,13,22,23,24]

( Cuttlefish ) 10 [4,10,13,22,23,24,29,35,36,41]
Sigmoid_PIO 10 [3.4,6,11,13,18,23,36,37,39]
Cosine_PIO 7 [2,4,6,13,23,29,34]

4 Sigmoid_PIO (SPIO) Cosine_PIO
(CPIO)  PIO o )
Sigmoid
o 4
) , 35
) , CPIO , , SPIO
) ) 2021 47 2 —13
http://www.chinaaet.com



ANLE&E

http://www.chinaaet.com

0.54 0.98
-=-5PI0 0.96
0.53 —e— CPIO 0.94
0.92
0.52
._g 0.9
= 0.88
0.51 T—
0.86
0.50 0.84
0.82
0.49 - ' . . . ; , 08 SPIO CPIO  CuttleFish ~ GA 880 SVM LSSVM
0 20 40 60 80 100 120
6 KDDCUP99 F1
4 SPI0O  CPIO 1.6
1.4
CPIO ; 60 , 1.2
w il| A [i)
° - CPIO SPI0 ° = e ]
P10 , . E 0.8
CPIO 06
0.4
) 0a
5 KDDCUP99 7 TPR 0
30 10-1-4F4iE TAFFIE A1FFE
. , CPIO 7 KDDCUP99
° 4
, , CPIO TPR
SPIO Cuttlefifish ) PIO
° 5 ,TPR | DS ’ ‘
¢ PIO KDD -
1 CUPP99 . 41 T .
0.98 TPR , o
£ 096
= ,
% 0.94
= 092
i
0.9 o
(.88
SPIO CPIO SVM 880 CuttleFish  GA LSSVM , , .. [J].
5 TPR ,2012,27(2):161-166,192.
[2] . [D].
F1 , ,2013.
. 6 [3] , . [J].
F1 o ,CPIO  F1 o ,2017,43(1): 1-17.
[4] , —
. . [J]. ,2003(6): 19-22.
7 3 : [5] , ,
(41 ). SPIO 10 . [1]. ,2015,32(10) : 12981304
CPIO 7 o s [6] Yang Zhiyuan, Duan Haibin, Fan Yanming, et al.Automatic

14 —www.ChinaAET.com

carrier landing system multilayer parameter design based on

http://www.chinaaet.com



http://www.chinaaet.com

ANLE&E

cauchy mutation pigeon—inspired optimization[]]. Aerospace
Science and Technology ,2018,79:518-530.

[7] SUN H,DUAN H.PID controller design based on prey-
predator pigeon—inspired optimization algorithm|[C].IEEE
International Conference on Mechatronics and Automation ,
Tianjin , 2014.

[8] GUPTA D,JOSHI P,BHATTACHARJEE A, et al.lds alerts
classifification using knowledge —based evaluation|[C].IEEE
2012 Fourth International Conference on Communication
Systems and Networks ,2012.

[9] TOO J,ABDULLAH A,SAAD N.Binary competitive swarm

optimizer approaches for feature selection [J].Computation ,

2019,7(2):31.

[10] , B, KDD CUP99  [J].

,2010,31(22):4809-4812,4816.

( :2020-05-26)

(1995-), , : o
(1983-), ,
(1993-), ,

o

K100 000000000000 L0000 0000000000000 0> 00000000

( 10 )

2019, 18(7):1317-1321.

[6] XU H,GAO S,CHENG Y.A highly—integrated MIMO
antenna unit[C].2019 13th European Conference on Antennas
and Propagation(EuCAP),2019.

[7] ZHANG W, WENG Z,WANG L.Design of a dual-band
MIMO antenna for 5G smartphone application[C].2018 Inter—
national Workshop on Antenna Technology(iWAT),2018:1-3.

[8] YAN K, YANG P,HUANG S.Eight—antenna array in the
5G smartphone for the dual-band MIMO system|[]J].2018
IEEE International Symposium on Antennas and Propagation
& USNC/URSI National Radio Science Meeting ,2018.

[9] PANT A,KUMAR L,PARIHAR M S.A frequency recon-
figurable mobile handset antenna for 4G and pre-5G tech-
nology[C1].2018 Conference on Information and Communica—
tion Technology(CICT), 2018 : 1-4.

[10] YANG P,YAN K,HUANG S.Reconfigurable slot antenna
design for 5G smartphone with metal casing[C].2018
[EEE International Symposium on Antennas and Propagation
& USNC/URSI National Radio Science Meeting , 2018 :
453-454.

[11] ZHAN B,ZHANG J,WU Z P.Dielectric resonator antenna
fed by an offset tapered microstrip line[C].2018 18th
International Symposium on Antenna Technology and
Applied Electromagnetics(ANTEM) , 2018.

[12] GUO Q,ZHANG J.A dual-band rectangular dielectric
resonator antenna array for 5G applications[C].2019 IEEE
MTT-S International Wireless Symposium(IWS),2019.

[13] IOANNIS G, KATHERINE S.Design of ultra wide band
slot antennas for future 5G mobile communication applica—
tions[C].2018 7th International Conference on Modern
Circuits and Systems Technologies(MOCAST),2018.

[14] ZHANG X,LI Y,SHEN W.Ultra-wideband 8—-Port MIMO
antenna array for 5G metal —frame smartphones|]J].IEEE
Access , 2019 : 72273 -72282.

[15] PARCHIN N O,AL-YASIR Y I A ALl A H,et al.
Eight—element dual-polarized MIMO slot antenna system

for 5G smartphone applications|[]J].IEEE Access, 2019 :
15612-15622.

[16] PARCHIN N O,AL-YASIR Y T A,ABD-ALHAMEED R A.
Dual -polarized MIMO antenna array design using minia—
turized self—complementary structures for 5G smartphone
applications[C].2019 13th European Conference on Antennas
and Propagation(EuCAP), 2019 :1-4.

[17] GHANNAD A A,KHALILY M,KISHK A A.Enhanced
matching and vialess decoupling of nearby patch antennas
for MIMO system[]J].IEEE Antennas and Wireless Propa-—
gation Letters, 2019, 18(6): 1066—1070.

[18] ZHAO X,LIU F,LIU Y.Compact meta—surface antenna
array decoupling(MAAD) design for tightly coupled anten-
nas[C].2019 International Workshop on Antenna Techno—
logy (iWAT), 2019 : 73-76.

[19] LI X, YANG G,JIN Y.Isolation enhancement of wideband
vehicular antenna array using fractal decoupling struc—
ture[J].IEEE Antennas and Wireless Propagation Letters,
2019, 18(9): 1799-1803.

[20] WEN B,PENG L, LI S.A low-profile and wideband
unidirectional antenna using bandwidth enhanced reso-
nance—based reflector for fifth generation(5G) systems
applications[J].IEEE Access, 2019 ,7 :27352-27361.

[21] CHEN Y,CHU Q.An UWB inverted f antenna with
coupled feeding for 5G smartphone[C].2019 Cross Strait
Quad—Regional Radio Science and Wireless Technology
Conference (CSQRWC), 2019.

[22] ZHAO A ,REN Z.Wideband MIMO antenna systems based
on coupled—loop antenna for 5G N77/N78/N79 applica—
tions in mobile terminals[J].IEEE Access,2019,7 .
93761-93771.

( :2020-07-28)

(1997-), , : .56

(1962-),

s s s

) 2021 47 2 —15

http://www.chinaaet.com



http://www.chinaaet.com

hRAX 7= BR

ZAEH A, KRBT FE & W EAEER BT (o THA LAY
&, LAZKRT|H @R BETIM. LARFNDATFIZE L. ILh.
FFRATIE S ML, RERTPFERZ, FE—WEFENLE TR
TG AEE A KFERB L,

AEHA, AL LEZRBE T B2 HEE (CNKL). 773K
FHifRS-F 6. F AP SR E (45 ). DOAT. £E (&5 A4&
T8N IST B AFEFARIR M SR B 52038 A LK.

st F ik BB B AT A SRR R LA . AR FAA, KT
PRI —4) ok Bk AT R IE B ARz

R

CRETFRORNHD) Jn
F E TR R REH R A R NPT

http://www.chinaaet.com





