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Side—channel analysis in frequency domain with clustering

Cai Juesong, Yan Yingjian ,Zhu Chunsheng, Guo Pengfei
(PLA Information Engineering University , Zhengzhou 450002 , China)

Abstract: The alignment of power traces is one of the key factors affecting the success of side—channel analysis. Frequency —do-
main side —channel analysis can effectively solve the alignment of power traces in the time domain. However, frequency —domain
side —channel analysis usually requires more power traces. In order to improve this problem, this paper proposes a frequency —do-
main side—channel analysis method based on clustering. After the effective signal frequencies are separated through the clustering al-
gorithm in machine learning, side—channel analysis is carried out to reduce the number of power traces. Experiments show that this
method can reduce the number of power traces required for frequency—domain side—channel analysis in different degrees.
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