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A method for identifying Tor hosts based on machine learning techniques
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Abstract: Tor is an anonymous Internet communication system based on onion routing network protocol. Network traffics generated
by normal applications become hard to trace when they are delivered by Tor system. However, an increasing number of cyber crim-
inals are utilizing Tor to remain anonymous while carrying out their crimes or make illegal transactions. As a countermeasure, this
paper presents a method able to identify Tor traffics and thereby recognize related Tor hosts. The method proposes several groups of
features extracted from network traffic and resort to machine learning algorithm to evaluate feature effectiveness. Experiments in real
world dataset demonstrate that the proposed method is able to distinguish Tor flows from normal traffics as well as recognize the
kind of activity in Tor generated by different normal applications.
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