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Abstract: With the rapid development and rapid development of computer communication network technology, network attacks and
destruction emerge in various forms and emerge in endlessly. Situation awareness system provides a comprehensive guarantee for net-
work security. Improving the stability, accuracy and rapidity of situation assessment and situation prediction modeling is an important
direction of situation awareness system research. As a deep learning intelligent algorithm, deep belief network brings new direction
to the accuracy and theorization of network security situation assessment and situation prediction. Considering the deep belief net-
work algorithm, the restricted Boltzmann machine is used as the basic network, and layer by layer pre—training and fine tuning are
the core parts of the network. The generalized network security situation assessment index system is constructed, and the data—driv-
en model of situation assessment and situation prediction of computer communication network security is established. Experimental
simulation is carried out through the intrusion detection data set CIC-IDS2017 to verify the accuracy and effectiveness of the model.
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