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Design and implementation of SoPC secure startup model

Su Zhenyu, Xu Zheng, Liu Yanming
(Security Technology Department, Inspur Electronic Information Industry Company Limited , Jinan 250101 , China)

Abstract: Concerning the security threats such as firmware tampering and malicious code implanting in the startup process of sys-
tem on a programmable chip (SoPC), a secure startup model is proposed. The model takes boot ROM as the trust root, and the
public key algorithm and symmetric cipher algorithm are used to sign the firmware in each phase of the startup process. The digital
signature value of each firmware image is verified in turn after SoPC is powered on, so as to establish a complete trust chain. In
the implementation stage, the model is designed and verified by using Intel field programmable gate array (FPGA) development plat-
form, and two secure boot modes are realized. The results show that the model can be applied to chip development to meet the re-
quirement of secure startup.
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