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Abstract: Non-invasive load monitoring technology is helpful to fine management of electricity consumption, but the fine —grained
power consumption data also leads to the exposure of users’ private information to attackers. This paper firstly analyzes the security
risks faced by non —intrusive load monitoring data, and proposes a mixed encryption and decryption information security scheme
based on AES+RSA from the perspective of cryptography. In this scheme, symmetric algorithm AES is used to encrypt data, and
asymmetric algorithm RSA encrypts AES keys to realize efficient key management. Using Visio Studio 2017+Qt software development
and test interface, the algorithm was written to STM32 microcontroller through the data bus for scheme performance test, the best
operation mode was optimized, and the effectiveness of the mixed encryption and decryption scheme was verified. It is concluded
that the time of the scheme depends on the efficiency of RSA encryption and decryption or signature verification.
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