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Ding Zhaohui, Zhang Wei, Yang Guoyu
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Abstract: With the rapid development of Internet of Things, cloud computing, big data, mobile Internet, artificial intelligence and
other new technologies, the following security problems are more serious. More and more unknown attacks and vulnerabilities make
the traditional network security defense methods difficult to adapt. The principle of network security defense system based on dy-
namic camouflage technology is to construct the false appearance of the uncertainty of the external characteristics of the system by
dynamically changing the types, quantity and characteristics of loopholes, defects and backdoors, so as to achieve the purpose of
concealing the real loopholes, defects and backdoors of the information system.
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