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Distributed and efficient identity authentication based on consortium blockchain

Yao Ying', Yan Yong', Guo Shaoyong®, Xiong Ao?,Zhang Wang’
(1.State Grid Zhejiang Electric Power Company Electric Power Research Institute , Hangzhou 310014 , China ;
2.Beijing University of Posts and Telecommunications , Beijing 100876 , China)

Abstract: In order to solve the problems of cumbersome user authentication process, insecure identity information, and vulnerability
of authentication system in traditional identity authentication, a distributed identity authentication method based on alliance chain is
proposed, which uses the decentralization of blockchain and is not easy to tamper with. Features and asymmetric encryption methods
are used to improve the security and stability of the user identity authentication system. On this basis, a distributed authentication
scheme was designed, including identity registration and authentication processes, and the core consensus algorithm PBFT was opti-
mized to improve authentication efficiency. The experimental results show that the blockchain —based authentication mechanism and
optimized PBFT algorithm improve the reliability of the authentication system and ensure its efficiency.

Key words; consortium blockchain ; identity authentication ; asymmetric encryption ; PBFT
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