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Non-contacted intelligent access control system based on EAIDK310
and OneNET cloud platform

Lou Chenzhe , Xia Kun,Zhang Wenjun, Mo Yingdong
(Department of Electrical Engineering, University of Shanghai for Science and Technology , Shanghai 200093 , China)

Abstract: In the era of Internet of Things, smart home, as an important part of people’s daily life, is developing rapidly. This pa-
per designs a contactless intelligent access control system based on EAIDK310 and OneNET cloud platform, using the EAIDK310
Al development kit jointly developed by Arm and Open AI Lab as the system control core, and realizing contactless access control
through face recognition, gesture recognition, voice interaction and other functions within the main control board. This work uses the
more mature convolutional neural network in artificial intelligence and the leading edge of Baidu Al open platform for face recogni-
tion, gesture recognition and voice interaction in real time, which can maintain a very high recognition accuracy while ensuring a
fast enough recognition speed, and the introduction of live detection to avoid unscrupulous elements using photos to cheat the sys-
tem, making the whole access control system more secure. This work uploads data to the mobile OneNET cloud platform through
Wi-Fi, and interacts with WeChat applet for data images, so that the owner can unlock the access control system and other opera-
tions through his cell phone at any location, and can monitor real—time images outside the access control, which can provide pro-
tection in terms of occupant security.

Key words: home automation ; Internet of Things ; intelligent access control system ;image recognition ; speech recognition ; cloud platform

[2-3]
o

2020

) 2022 48 5 —89

http://www.chinaaet.com



‘i‘l‘ﬁmﬁﬂtfjmm http://www.chinaaet.com

) o , 2 °
1T
. T Tt 1 r- ] |
| EEIT I | il 2k |
I I I |

s 1 ’ [ | HITPHMAL I HTTP i
[ Cloud % !
30.6 cm, 22.4cm, 9.8 cm, ! <> C/ — @ !
SolidWorks | I : OneNETZ -5 PR |
’ | |
3D . I I ! i
' [ [ L a
. R I I e
\ ! ! | b :
I I !
> ° | I mm&%ﬁd: . i
2 ' K> g s |
b = |
| | | " |
EAIDK-310 . . I I I E R Jl
. \ . N )
2.1
EAIDK-310,
Arm SoC  RK3228H, OPEN Al LAB Al
AID( HCL .
Tengine
BladeCV), .
N N .SLAM
4
—— EAIDK-310 3 s 4 GB
1 DDR3, 8 GB eMMC ; MicroSD

USH30
HOMI OUT D AR
USE HOST 2.0 USE Device 2.0 AUDIO OUT .%. Audio AMP SPEAKER

ﬂ 24 MHz 1 4[
1t —
GLESIG Hem SDMMCO_MI
aovzo | e o5t [ udo | viteo [ usm [ TP
SPDIF_ 24 MHz DAC | DAL an UARTL
TXMZ 1252_M1
sk \
OTC2.0
P Py Datab-7
L HOSTZ.0 hata8=~15
[ ol LPDDR3
Y YT R - 17]}';'[""'\,. ';:’" 256 32 bt
- - EPHY v Datal6-23
System Rockekip Data2d-31
10/100M e RK3228H
| e Quad-core Cartex. 53
b
SPDIF_
1L TX_MD
SDMMCD SDMMICO_
TF IESS=gsF==as MOUART2
4 hit MOTTAG
WL
BiTF ) \ /
e e \
. SPIMF_TX_M1 . .
2 - Ca ol Lo
|3:‘2‘_‘|»r|_n e I|‘..J.—..._.:.'.|r e}_\:.e‘.’n e DR CACMDACLE o I Comtrnd,
MAC eveive - e Tk
RES05-1 UART2Z_MI Y,
| Bes gh ] | P, 4 "
—— Y& d
12en = 1
Sheep -
. | MM u u
- 40Pin GPID
IS Debug UART2 st
s 4
3 EAIDK-310

90 —www.ChinaAET.com

http://www.chinaaet.com



http://www.chinaaet.com ‘i‘l‘ﬁﬂ[‘ﬁ*_’?b_\‘zfﬂ

, 128 GB; 10/100 M , , USB o
RJ45 ,802.11ac/al/b/g/n  Wi-Fi, 2.4G/ Raspberry PI R
5 GHz  Bluetooth 5.0; HDMI2.0, standard Type-A, Raspberry PI USB , USB
4Kx2K@60 Hz ~ HDMI ; 3.5 mm CTIA o
; 1 USB3.0.3 USB2.0.1  Micro—USB; Raspberry PI 10 HDMI
5V/2A o , 1 024x600, ,
EAIDK-310 , 170 o HDMI °
o 3
) 3.1
) PyQt5 OpenCV2 OneNET
EAIDK-310 10 o , PyCharm .
2.2 , .
) Ul N
o \EAIDK310 .OneNET
SV o
12V USB o , . Ul
PCB GND s 5 o
o , PCB
EAIDK-310 ’ ) XD fE R ERE B RS
PCB 4 o

B kAL PN

8888

5 Ul
Ul
4 PCB s
12V 50 mmx25 mm S s
/ s EAIDK310 s
o o , 95 ,
2.3 , >

s EAIDK310 o , 0.3s

’ ( ) ’ ’ o I}

, o , 4 ,
720P/120° APP

) 2022 48 5 — 9

http://www.chinaaet.com



TEIWBEARSMAH

http://www.chinaaet.com

Ul
o 5 ’
, 30 s,
6 o
)
| ashabiortitm |
LT AN B R R B AT
FF I i i
EP NN (EERE Rt it
T
A HEAGIF AR
F AL IR
HIFtG B[] )N
PN At T
ENEEEH
FhlETAHL
FHEF
AT 7

6
3.2
Python
, Al
API )
o UserID
[3-61 o 7 o
3.3
Python )
OpenCV
0~9,
,20%
EAIDK310, OpenCV
9 [7_8] o 8
3.4
Al

92 —www.ChinaAET.com

1:N

A 2H Group

H e 1k

! I} 1 4 i3 N L
e | [ e R _
UserlD1 UserlD2 UserlD3

HEAT1: N LR,

m{,, ml,., m{\, 1 3 LA (AT 5
akwt || amwe | | Aprs 2Ll

[ I |

N
| A RPN |
SR LN
7
{
CE T WG LR IR
P T "F“*'j - HHPSWO
] !
0|mr|(‘,'\"
PR G

CNN
Ll

209% BRI
ik
8
, API Key  Secret Key,

. . N N 5 o
PyAudio , REST
APIL HTTP , JASON

POST , °
: pem ( ) wwav (
, pem ) .amr( ), 16 000 Hz,
16 bit 19-101 "EATDK310 Fedora2
pem , wav ,
pem pem, o
Al

s REST API , mp3 |
pem (8k/16k) \wav (16k),

, (chong) ,

; o 9 o
3.5

EAIDK-310 °
) 10 °
4

http://www.chinaaet.com



THEIBEARSMA

http://www.chinaaet.com

Computer Technology and Its Applications

LT5M RIS T

IEEUES:
e

|£ﬁm%iﬁkﬁﬁ|

B AT I NI

[ Aerzimst |

AL

R AR T

=l -

AR
10

He IR

EAIDK310

FRH L

11

AirTouchBgE RS

inEiRA

[JEdtS

#z0

¥ rauria y
2000 Baay - GOUTHETING. WRES 103 - BEEENITIR- Do &

LiRFHHEIE

. | we0orwesssa
= | 0070085526
. | worsessszz |
12 OneNET
, 24 o
[1] [D].
,2013.
[2] [D].
,2013.
[3] } IC
[D]. : ,2006.
[4] EAIDK [EB/OL].(2019-11-

29)[2021-05-31].https : //aijishu.com/a/1060000000067387 .
AXELROD R.The evolution of strategies in the iterated
prisoner’s dilemma[M ].Genetic Algorithms and Simulated

Annealing. London : Pitman , 1987 : 32-41.

11 [6] , ) HOG  LBP
[J]. ,2020,40(2):114-118, 124.
3.6 OneNET (7] ’ ’ SAR
OneNET Paa3 [J1. ,2020,27(10) : 37-41.
° [8] Industrial Technology Research Institute.Patent issued for
’ ’ > intelligent door lock, control method, and unlocking appa-—
° ratus and method[P].USPTO 10,614,645, 2020.
OneNET , HTTP [9] , ,
) [J]. ,2020,37(4):192-196.
) N [10] [D].
N N o OneNET ,2006.
12 o ( :2021-05-31)
4 :
, (1997-), ,
, 0.3s . OneNET (1980-), ’
) (1996-), , s
) 2022 48 5 —93

http://www.chinaaet.com



http://www.chinaaet.com

hRAX 7= BR

ZAEH A, KRBT FE & W EAEER BT (o THA LAY
&, LAZKRT|H @R BETIM. LARFNDATFIZE L. ILh.
FFRATIE S ML, RERTPFERZ, FE—WEFENLE TR
TG AEE A KFERB L,

AEHA, AL LEZRBE T B2 HEE (CNKL). 773K
FHifRS-F 6. F AP SR E (45 ). DOAT. £E (&5 A4&
T8N IST B AFEFARIR M SR B 52038 A LK.

st F ik BB B AT A SRR R LA . AR FAA, KT
PRI —4) ok Bk AT R IE B ARz

R

CRETFRORNHD) Jn
F E TR R REH R A R NPT

http://www.chinaaet.com





