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A privacy—preserving federated learning framework
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Abstract: In the era of big data, more and more attention has been paid to data security and privacy. Federated learning is re-
garded as a promising privacy —preserving technology, which allows training a deep model from decentralized data. To solve the
problem of isolated data island and privacy protection caused by the fear of data privacy information leakage in the power invest-
ment system , this paper proposes a privacy —preserving federal learning framework, which allows departments to jointly train the
model without releasing their local data. Firstly, a federated learning architecture is proposed to support distributed training model.
Secondly, homomorphic encryption technology is introduced and a federal average learning process is proposed to realize the joint
training model while the privacy of data are protected. Finally, the experimental results show that the framework has good conver-
gence and the joint training model has good accuracy.

Key words: data privacy ; federated learning ; deep learning ; homomorphic encryption ; convolutional neural network
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