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Abstract: Central processing unit(CPU) plays an important role in industrial control field. Its normal operation is an important security
guarantee for industrial. This paper mainly studies the security test and self —repair technology of CPU. From fault injection , fault
testing to self—healing, this paper compares and summarizes the related safety technologies, including hardware and software fault in-
jection technology, scan chain, built—in self—testing, TSV and other fault testing methods, as well as alternative repair and fault—
tolerant self—healing technologies. Finally, the CPU security cooperation model is proposed, and the basic principles and innovation
points of each technology are summarized so as to provide safety reference for the development of CPU fault handling technology in
the future, reduce cost and energy consumption while ensuring safety and performance, and help industrial control equipment operate
reliably and stably.
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