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Abstract: Aiming at the problems of application system integration and user identity management in the process of enterprise in-
formatization, based on 4A unified security management standard and combined with the diversified integration needs of enterprises,

this paper puts forward a unified identity authentication and single sign—on solution, and establishes a unified identity management

platform. This paper analyzes and designs the system functions, focuses on the identity authentication mechanism based on Token

and the key technology of single sign—on, puts forward a diversified and integrated single sign on scheme, and uses Spring Security

to realize JWT authentication and authorization. The system can realize the unified, efficient and secure user identity management of

the information system and facilitate the integration of new application systems.

Key words; unified identity authentication ;single sign on(SSO) ; Token ; authority management

. (GIS AT,

) 2022 48

http://www.chinaaet.com

—103



‘i‘l‘ﬁmﬁ*l—jmm http://www.chinaaet.com

[SJ o b 9 ’ ’
o 1 - 5
N , (Single Sign On, SSO)
1 N o PC
, Pad | , API
) 3 ©
’ e o 2
, 2.1
, 4 : N
, , , o, 1 MySQL
) o 5 Redis H
4A( Authentication . Authorization . Acco- API )
unting . Audit) API ;
N N 9 ; UI
= A | [ EeEe
o WA g—R Hi—ihiE P EIEFIT
11 TE k% % k% M %5
’ sz | MRS || SR || G IAE || RS || SR 5
’ ° o &R I 1 0 N
° : . MySOL Redis
) s 7 B 9 Wl
1.2
1
’ Restful/JSON s
o B/S APP : API
) ’ ° Web )
° > , Bootstrap ; JQuery
; SAML , OAuth ,OIDC , .
CAS o , ( \iPad \PDA),
1.3 Spring Boot ,Spring MVC | J2EE | Spring Security
1.4 , 3
) MySQL . , )
) 0 keepalived , VIP( IP)
’ ) , VIP
2 o

104—www.ChinaAET.com

http://www.chinaaet.com



http://www.chi

2.2
2.2.1

(

1)

(2)

(3)

e ¢

EHR

I

naaet.com

B ATE S L B / \

JERE

HPAn

TEIWBEARSMAH

Gi— S EME S

- )\
\ nwj-y \.

!

BT S ER A ER{AGE 5 5 05
G5 P SR
powm—— G — LHBHAE P
|
PR | e
o ™) srkiEf |
/ !_ —_
i
it 1 R4t I E ) 137 ZR 553
i SHR WA PRI FHP B
Y Y
iR %5 . MQSFHCE HE 1 LS
I
Bz i
JEREE R il B A R
[ mawy | ||| mrse | | |5s
[Foor | | | [ e ] | [ B 55
2
D
(. ) . 222
: ID | N ,
( ) . N .
) )o
, (1)
o 9 3 o
(2) Token
, 2 : Token
s 5 Session
) 2022 48

http://www.chinaaet.com

( PC.
, IT
Session
Session ,
9 —105



THEIEARS A

http://www.chinaaet.com

Computer Technology and Its Applications

ro o WL
2.2.3
(1)
(5 iy | B |
Eiven { .
P | i Ty
o] F Ul
= L_{__ R :
L5 R iR i+
Ry SRy \
= Tﬂ BRI
EreT] BiEEL? SIREL :
AR TIRTE - IR
Gkl h
BE IR ,
3 b
(2)
Session Id  Cookie, @
Cookie , 81,
( . ) ; Cookie R
CSRF( ) o Token
, Token , ( )
Token ( ), R
Token ,
Token .
Token ,  Token(JWT) ,
Session 5 ®
Token , Token 4 ,
Token ,
00 : ,
8% -J
i M55
YGMIES B % FHMIE i .
H P BHE Token
iR [71Token ’
(TG0, ARIER) AR 2.2.4
(1)
PN Tokendiy =k P [EAGIE 1EHR
R ) s
« A LE S
I T DT A1 R
T 7 ][]
AT P Tokenitf oK IR /
L okenTE 2, . ’
AR Kot
| TR | [ndiih) )I{ﬁ?ﬂil ,
IR [A] A7 [R] L 2)
i Fln

4 Token

106—www.ChinaAET.com

http://www.chinaaet.com

Cookie

(10S | Android

12N

)

’



http://www.chinaaet.com ‘i‘l‘ﬁﬂ[‘ﬁ*_’?b_\‘zfﬂ

bl

OAuth ,0IDC P,

s Token , )
; N 5 )
( )s ,
; Token ;
302 Token

SAML | CAS |

SAML XML ,
IDP (Identity Provider) SP (Service
Provider) )
o1 sp - 1IDP
) . CAS
( ) Yale ,
CAS Client CAS Server,  CAS Client ,
Web
Service Ticket , CAS Server , 1 i 4 52
’ 5 JWT
o OAuth OAuth2.0, ,
) (3)C/s
) ; OIDC (OpenID C/S , Kerberos
Connect)  OAuth2.0 , . C/S
, id_token , : URI
s id_token JWT, SAML OIDC ( PC ) Token (
, , SAML ) , Token ,
, OIDC id_token ., ; ,
,SP IDP ; ,
0 (4) B/S
3.1 B/S
.C/S N B/S o ; ;
; o ( )
(1) ,
) ° AES 256 .
, “ 7, , 3.2 JWT
N , , JWT
o o JWT IDP  SP
(2) , [11] ,
( ) (header) | (payload) (signature) o
Token , header signature , playload
s , signature ,
API o JWT,  Token header R
, , ( 13 )
) 2022 48 9 —107

http://www.chinaaet.com



http://www.chinaaet.com

TEIWBEARSMAH

[5] ROTHER C, KOLMOGOROV V,BLAKE A.Grabcut: inter—
active foreground extraction using iterated graph cuts[J].ACM
Transactions on Graphics , 2004 ,23(3):309-314.

[6] SHOTTON J, JOHNSON M, CIPOLLA R.Semantic text on
forests for image categorization and segmentation|C]//Pro—
ceedings of the IEEE Conference on Computer Vision and
Pattern Recognition , 2008 : 1-8.

[7] LONG J,SHELHAMER E,DARRELL T.Fully convolutional
networks for semantic segmentation|C]//Proceedings of the
IEEE Conference on Computer Vision and Pattern Recogni—
tion , 2015 : 3431-3440.

[8] CHEN L C,ZHU Y,PAPANDREOU G, et al.Encoder—decoder

with atrous separable convolution for semantic image seg—

mentation| C]//Computer Vision—ECCV 2018.Cham : Springer

International Publishing , 2018 : 833-851.

CHEN L C,PAPANDREOU G,KOKKINOS I, et al.Semantic

image segmentation with deep convolutional nets and fully

connected CRFs[]J].Computer Science,2014(4):357-361.

[10] CHEN L C,PAPANDREOU G,KOKKINOS I, et al.DeepLab:

—
=]
—

semantic image segmentation with deep convolutional nets,
atrous convolution, and fully connected CRFs[]].IEEE
Transactions on Pattern Analysis and Machine Intelligence,
2017 ,40(4):834-848.

[11] CHEN L C,PAPANDREOU G,SCHROFF F,et al.Rethinking
atrous convolution for semantic image segmentation[J].arXiv
preprint arXiv : 1706.05587,017.

[12] CHENG S, MA J,ZHANG S.Smoke detection and trend
prediction method based on Deeplabv3 + and generative
adversarial network[J].Journal of Electronic Imaging, 2019,
28(3):1-9.

[13] ZHANG K, LIU X,CHEN Y.Research on semantic seg—
mentation of portraits based on improved Deeplabv3+[]].
IOP Conference Series Materials Science and Engineering,
2020, 806 : 57-64.

[14]

[D]. : ,2019.

( 118 )

( 107 )
Spring Security Java
Spring Boot Spring Security , JWT o
JWT ,
, JWT ,
(1) playload ;
(2) HTTPS ,  JWT SSL
(3) JWT , Token
(4) , .
4
[1] . , ;o ERP
[J1. ,2019(18):174-176.
(2] , , . [J].

,2008(9):52-54.

[3] . WEB
[D]. : ,2017.
[4] .
[J]. ,2021(12):59-60.
[5] ; : J1. ,
2015,17(2) . 58.
[6] , , . [J].
,2017(9):1-2.
[7] . [J]. ,
2022(1):24-26.
[8] . Session Cookie [J].
,2008(16) :28-29.
[9] . CAS  OAuth [J].
,2021,40(6):83-88.
[10] , SAML
[J]. ,2015(9) : 63-66.
[11] , JWT WEB [J].
,2016(2): 114.
( :2021-08-23)
(1987-), , , ,
(1976 -), , ,
(1973 -), ,

) 2022 48 9

http://www.chinaaet.com



http://www.chinaaet.com

hRAX 7= BR

ZAEH A, KRBT FE & W EAEER BT (o THA LAY
&, LAZKRT|H @R BETIM. LARFNDATFIZE L. ILh.
FFRATIE S ML, RERTPFERZ, FE—WEFENLE TR
TG AEE A KFERB L,

AEHA, AL LEZRBE T B2 HEE (CNKL). 773K
FHifRS-F 6. F AP SR E (45 ). DOAT. £E (&5 A4&
T8N IST B AFEFARIR M SR B 52038 A LK.

st F ik BB B AT A SRR R LA . AR FAA, KT
PRI —4) ok Bk AT R IE B ARz

R

CRETFRORNHD) Jn
F E TR R REH R A R NPT

http://www.chinaaet.com





