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Research on the vulnerability mining technology of authentication protocol

based on Q-learning

Lv Lele,Dong Wei,Zhao Yunfei, Feng Zhi, Li Zhicheng,Zhang Yaqin
(National Computer System Engineering Research Institute of China, Beijing 102209 , China)

Abstract: The authentication and authorization protocol allows a third party to obtain user resources without disclosing the user
password, solves the problem of third—party authorization under the cloud platform, and improves the user’'s interactive experience.
However, the uncertainty and complexity of the protocol in interactive processing may lead to logical loopholes in its practical appli-
cation. To solve this problem, a fuzzy simulation method is proposed. By fuzzy processing the protocol interaction process, the logi-
cal loopholes of the protocol are found by using the uncertainty of the action of the protocol entity. At the same time, combined
with SA-Q reinforcement learning algorithm, the agent is trained to learn the optimal fuzzy strategy and mine the loopholes intelligently.
After testing, it is found that compared with the basic Q-learning algorithm, the convergence speed of this method is improved by
9.27%, which makes the model easier to converge during training and effectively improves the efficiency of vulnerability mining.
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