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Abstract: In this paper, an active intrusion tolerance control sirategy is designed for the inevitable false data injection attack in
the control system of island AC microgrid when there is external interference. Firstly, the state space model of the island AC micro-
grid inverter system is constructed. A sliding—mode attack observer is designed to estimate both the state variables and the false da-
ta injection attack information in the control system. After obtaining the estimated information of the attack, the integrated sliding
mode intrusion tolerance controller is used to actively control the false data injection attack and external finite energy interference to
ensure the stable operation of the microgrid system. Finally, the feasibility and effectiveness of the proposed method are verified by
simulation.
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