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Abstract: According to the characteristics of industrial control system, based on the analysis of the existing industrial control system
programming standard [EC61131-3 stipulated industrial language, this paper studies the formal verification method based on industri-
al language, analyzes the ST and LD languages, and gets the finite state model of the machine to achieve accurate description of
the control objectives. The finite state machine model is verified by NuSMV, and the result of formal verification is gotten. In this
way, the PLC logic code of IEC61131 -3 programming language is analyzed, the formal verification model is established, and the
possible logic defects of PLC logic code written by users are found, and the report of analysis and verification of these defects is
provided.

Key words; industrial control system ; compile ; formal verification ; finite state machine ; modeling

0
, 5 [6] FBD
) s s PLC
. TEC , , ,
m ; [7] ST
(2] .
; [3] , LTL , ST
SysML ,
5 [4] PLC o ,
. ; (5] IEC61131-3
* : (JCKY2018211C001) 0

94 —www.ChinaAET.com

http://www.chinaaet.com



http://www.chinaaet.com

PLC s ST LD

s ST
LD y ,
, NuSMV 1#l( )

1

NuSMV s
) o 9]
NuSMV
Simulink ; [10] NuSMV
AADL ; [11]

SysML NuSMV 5
NuSMV -
NuSMV SMV , SMV
BDD , NuSMV

ST LD
, s ST LD
, NuSMV .
. ik ik
Ny ANE '
A7 PRAR 4L NuSMV Fei o
kg [ w7 RiE
ik ik |
> i o
1
ST N >
NuSMV s
NuSMV s ° »
ST N o
LD s
NuSMV ,

NuSMV s o ,

LD s -

2 ST

ST N >
’ ’ o ST
JUF CWHILE |

CASE JMP .RETURN

3

http: /§www .chinaaet.com

ST N
CASE .JMP .RETURN )

o

ST

TEIWBEARSMAH

JIF CWHILE |

Statements = { Ssipic » Sca » St » Swrie » Scase » S » Srerury) (1)
Variables={p,,p2,ps, " ,pa} (2)
s StateV
StateV={StateV, , StateV ,, -+, StateV,,,}
Y p:: Variables= StateVp, € StateV (3)
StateV, ={StateV  ,StateV -+, StateV '} (4)
IF \WHILE ,CASE JMP .RETURN
Conditions={C,, C,, -+, C,} (5)
ST
(1)
Sinple »
SSimple ,
StateV ,;,, , StateV 110
V S € Ssupe= 3 p; € Variables A StateV,,,
€ StateV,, A StateV,;,,, € StateV, (6)
2)
Sea »
StateV,;, , s
Ssiuple s
StateV ;. , StateV ;.10
V S € Sey= dp; € Variables /A StateV,,
€ StateV), A StateV,;,.1 € StateV, (7)
3)IF
IF S, IF
StateV,,;,, , IF s IF
, C., StateV i1,
s StateV .2,
YV S e Sy=(C, N StateV,;,,— StateV ,;,..1)
V (=C, N StateV,,,— StateV,,;,..») (8)
C,, € Conditions
StateV ,;, € StateV,; 9)
StateV ;.1 € StateV
StateV ;... € StateV,;
(4)WHILE
WHILE SwHIE » WHILE
StateV,;, , WHILE C,,
) 2022 48 12 — 95



TEIWBEARSMAH

http://www.chinaaet.com

Statev,,im+1 5 ’
WHIE C, ,

StateV ;.12

StateV i1
, ot
YV S € Swimr=(C,, )\ StateV,,,—StateV,,;,..1)
V (=C,, N StateV,;,— StateV ;,,2)
C,, € Conditions
StateV,,;, € StateV
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V S e Sy A\ StateV ,;,— StateV,,;, (14)
(7)RETURN
RETURN , RETURN ,
, RETURN SREMURN >
RETURN StateV,,;,, ,
YV S € Serrs A\ StateV,;,— StateV,,;, (15)
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LD N ;
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LD , . LD
Statements ={S il » Scomact » il » OBlock } (16)
States ={States., , State, , *-+ , State, , Statey,} (17)
LD ,
Conditions={C,, C,, -+, C,} (18)
LD
(1)
V'S & Spra— States (19)
(2) N N
, TRUE
V'S : Scomua=> (C,,=(Variablegy,,=true)) (20)
C,— StateV,,
| : (21)
3 C,, € Conditons
TRUE
Y S & S => (C,.=(Variable .. =false)) (22)
C,—StateV,,,
| : (23)
3 C,, € Conditons
FALSE,
TRUE
V'S : Stwa=
(C,,=(Variablecy_1=false A Variableg,. =true)) (24)
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(4)s
, NuSMV
NuSMV o
LD ,LD
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5 o 5 LD ,
0, 0
" s ADD ”
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P2=true

Pl=true

Pd=true

P3=true

ENO=true Stated

5 LD

PiP2-P3 D4 , Tmp ADD EN ENO
o NuSMV
VAR

pl : boolean ;

p2 : boolean ;

p3 : boolean ;

p4 : boolean ;

Tmp : boolean ;

Start \State_1 .State_2 .State_3 .State_4 State_5,

Start .
NuSMV :
State : {Start , State_1 , State_2 , State_3 , State_4 , State_5} ;
Pi-p2-p3.ps  Tmp o

ASSIGN

init(State) := Start;

next(State) :=

case

State = Start & pl : {State_1};
State = Start & p2 : {State_2};
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State = State_1 & p3 : {State_3}; State = State_2 : FALSE;
State = State_2 & p3 : {State_3}; State = State_3 : FALSE;
State = State_3 & Tmp: {State_4}; State = State_4 : TRUE;
State = State_4 & p4 : {State_5}; State = State_5 : FALSE;
TRUE : State; TRUE: p4;
esac; esac;
next(pl) := s
case SPEC
State = Start : TRUE; AG(State = Start —> AF State = State_5)
State = State_1 : FALSE; NuSMV , 6 ,
State = State_2 : FALSE; Start State_5

’

State = State_3 : FALSE;
State = State_4 : FALSE;
State = State_5 : FALSE; is 1 \compiled on ¥ed Oct 14
TRUE: pl; /
esac;
next(pZ) =

case
State = Start : TRUE;
State = State_1 : FALSE;
State = State_2 : FALSE;
State = State_3 : FALSE;
State = State_4 : FALSE;

6 AG(State = Start —> AF State = State_5)

State = State_5 : FALSE;
TRUE: p2; SPEC AG(State=Start—>AF State=
esac; State_1), NuSMV , FALSE , 7
next(p3) := . Start p2
case TRUE, Start State_2 , p3
State = Start : FALSE;
TRUE , State_3,

State = State_1 : TRUE;
State = State_2 : TRUE;
State = State_3 : FALSE;
State = State_4 : FALSE;
State = State_5 : FALSE;
TRUE: p3;
esac;

next(Tmp) :=

case

State = Start : FALSE;
State = State_1 : FALSE;
State = State_2 : FALSE;
State = State_3 : TRUE;
State = State_4 : FALSE;
State = State_5 : FALSE;

TRUE: Tmp;
esac;
next(p4) :=
case
State = Start : FALSE;
State = State_1 : FALSE; 7 AG(State=Start —> AF State=State_1)
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