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A feature extraction method for malicious web pages applied on machine learning

Zhang Kewei''?, Zheng Shipu'-?, Cheng Yongling''?, Wang Changshuai' ?
(1.CEC Joint Innovation Research Institute , Chengmai 571924 , China ;
2.Key Laboratory of PK System Technologies Research of Hainan Province , Chengmai 571924 , China)

Abstract: Applied on machine learning, malicious web page detection technology is studied in this paper. At present, popular
methods of “feature code” or “whitelist” can only detect known malicious web pages. The method of machine learning can detect
unknown malicious web pages, but it has to face the problem of that the data is large, complex and tedious when processing web
page features. In this paper, a Hash compression method is proposed. The method can map 1.5 million features into 20,000 feature
space, and train multiple traditional machine learning models and integrated learning models using k—fold cross —validation method
for extracted feature data. The best classification detection model will be selected by evaluating the detection effect of the model.
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