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Research on network attack prediction technology of industrial control system

Ding Zhaohui, Zhang Wei, Yang Guoyu, Liu Teng
(China Datang Group Science and Technology Research Institute Co., Ltd., Beijing 100043, China)

Abstract: In the face of complex forms of network security, attackers often use a large number of information investigation, vul-
nerability utilization and confusion technologies to carry out malicious activities or destruction in the network. Although the cur-
rent network security situational awareness platform finds and monitors the utilization process of new vulnerabilities as much as
possible, the accuracy of attack prediction are not satisfactory. It is necessary to study more advanced algorithms based on the cur-
rent prediction technology to automatically associate security events with the corresponding assets and attack types, carry out
early warning and risk assessment for possible network security attacks to achieve accurate prediction of network security events.
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