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nications, Chongqing 400065, China;2.School of Microelectronics and Communication Engineering , Chongqing University,
Chongqing 400044, China)

Abstract: Aiming at the high confidentiality requirement of medical image data transmission in the Internet, an encryption
method based on Logistic chaotic floating point number operation is proposed for medical image encryption. In this encryption
method, PRNG based on Logistic chaos was designed with double-precision floating-point operations and described by the Ver-
ilog . The comprehensive design of encryption method is realized on the development platform of Cyclone IV series DE2-115 of
Altera Corporation. The security of encryption algorithm is analyzed from the cryptographic perspectives such as key sensitivity
test, histogram analysis, correlation test, information entropy processing, etc. By comparing with some existing image encryption
algorithms, it is found that the image encrypted by this encryption algorithm has the characteristics of being sensitive to keys,
small correlation coefficient and high information entropy. In addition, the FPGA-based hardware encryption system has high en-
cryption stability and good real-time performance.

Key words: image encryption ; chaos map; floating point arithmetic ; PRNG ; FPGA

0 51§ VT A5 50 F0 5 62 3 3 XK IO 7 A R A% i, 7 O oo R v T

H R, TR 0 4 R 9 PR & Jre fl r, 7 B2 7 AR A5 il 4 23 T Il 5 A1 i 6% 1) A0 MR o R R e R 2 R B
FIAT R AT o LB YT SR A T — R T L R Pt 8 ORI R ALY SR T . 5 R AR L R A
e R TR BEHOR o B T DL R L K BE AR AT B2 BA T4 B Bk 1R 2 MG R e 0
WRDWE . SRR — 2o OB RN (10 9 0 T AES %5 % 40 1 i 55 1 AR R B 2 FR 9 3% 26
AT ¢ [ 5 1 RE K 4 (6200010898) ERAS EYE 0 & R AL T P BB RGO B R

(BT AR 20234 E49% 5 1 18 @

http://www.chinaaet.com



BLY P

http://www.chinaaet.com

c! Circuits and Systems

N TR BEAR A2 A 3R T B nT A 0 2 G

BE TR Wk Yy O Bl P &L AR A (Pseudo Random
Number Generator , PRNG ) A= il i) £8 Bl HIL ) %71 X5 49 46 {E
e B R R A % BH S TR, 5 Al B I S A L AR
Ak BT WL, T B s RO % A AR BT
LA 0 25 R R TR AR MR AL — A SR n &
G0 2 BB R AT LR IE 0 %5 1 o B A B B o i 4 S R
1 77 2CAE RE 98 6 2 I S B 9 [ B 3R] RAB) 1k 38 47 5
BB, I ] g AR 2 4 4% (Field -Programmable
Gate Array , FPGA) DL H & 947  nl & il RE EE A IR Al A
S T A3 S T TR B ) B A S R

HT B AR R R AL R A R VA R L B N AN R
BN T R E MK 1058 SR 1 e A Pkl SCHR[7]
¥ ElGamal 575 1] T B 2 BRI % , A R e 1T 5447
[F] R, (5L G 2 Al X ik 2 B3 9k 0B A7 IR AR I . SCHER(8]
P& b T T AOTR R S 0 O BE AL LU RE A T VR R T
T BAG O 2 0 BE AL T 51 & A2 A%, B2 %508 B AR .
W 42 5 NPT — B 3 F Lorenz B 5 Fil Logistic B 5 Y
BG4 B 4 Bk, TR M gk i o7 X K TR %
P23 0] o SCHER 1014 £ 25 B 3 5 8K Bl A 31 B2 27 B R
L 25 G Tent F1 LG VR T B SR X6 7 7K B P80 328 47
L R AR T B R BR AR E . SCER[11] L [12] M0
IR R A RA T 5 ARTE IE KRR, F 8
TR R G IR AR L SE 8, SCRR 1313 T —Fp
T R R i R SRS S A RO B o ek R VR T R S
Lorenz A= BN 4L % BH V51, e m 17 Ak i 2 22k . I
PRGBS M 28 A7 57 93 ik, %o s o7 5090 ARARR 57 5040 - ) o %5
I TR ZFZ WA . STER[14]48 8 T —Fh 3 F & 1k
Logistic 15 i B 5 (1) J0 4 A 35k 1) = 22 GO %% 7 58, %07
DL s BOCh Bl Bt T 2 R i Aok B TR T R g2
T EERIE o i3] T ARIIFE s n % .

T g R Bk A S B R 2 AR O % g A
TERY A8, AR SCHE H — B 5L T Logistic WL TF &2 50 1Y
£ BE AL 51 A 5 05 16 T I 25 s 2 AR N T 35 3 42
I wR BE R H Y. B R RN % SE e, 7E FPGA | SEE
TN Gt . TR I W SR TR AT 8008 TE N % BE AL Y R R
MUS TR W RTINS B L YR B s W] I R
PR 35 B W WAk 1L W D WSO R S L B TR B v A
BT, 56 UE T 533 09 A8 2850k A B R 128 T 28 2R BE i A e 1k .

1 FRBRSEIEIT

2 AR i A B % RS, 5 PRNG A B
1) O Bifi B 55 S 5 A5 20 n 2 1A% s B B o R AN n
REFNE LTS, N ) 8 7 F PRNG BT
1.1 SINZERIZEM Logistic RE RS

AR SCHE £ Logistic WS 7E A 1R VE 7 91 AR L X
SLVR AR TR BEALPE L o O R e = () TR

www.ChinaAET.com

-
PRNG
iﬁi)\ N=B T\[ % Bl
st LIRS PP
5,(0.1)
D E’Fj)
(M.N) n I
) 7Z =8 @Y,
b2 e g
Ly
E 1 s RGEHELE
X, =pX,(1-X,) (1)

Lo, Y B Bopelo, 4], AT R IE & R E
X, el0, 1], Fi&H ufEIS K, &G HBAT W) ) 2447
B T AN R AETE[0,1] 2 N 4 A i 5

B S B0k R B TS,
A E SNVE AR R A 20 VR AR AR A
ARG RS AS I L, BT RO % R B R
Ak m) R, PRV AT DA 4 8 R 20 Sk B oF R R, SR &R
e ie I N R U )5 27 ecg 1 8

IEEE-754 #5 #ff 2 X 1 FA B (FP32) Fl XUNG FE (FP64)
WA PR b U IR 1R SRR S A A S L S (PR BT E
FREALF =357, & o g = 1 e 7,

% 1 1EEE 754 #7454 X

271 55 iR R Ak
TR 1 8 23
WORS 1 11 52

FE I SCH B T ORURS BE TR BSR4
A4S E S ARG R . T iE e A X, TEEE-754 UK -

po=(=1)%x 257 (1) (2)
X, = (=1)% x 28~ (1 1) (3)
R (2) . (3)H Bias 48 B #% i, |+ #E R oR Ny

Bias = 27" -1 (4)

DU BURG 2 45 Ei i B 524 1023
TR kA A R U S B DA e 1 ds SRR B,
BE TR AE
(m, —m, x 2" ) x 2% E >E,

-X, = o , (5)
# (m, x 2%~ % +m )x 2" E, <E,

Mxx":(_l)m@sxXZE#JrEx—ZBiasX(lfﬂx lfx) (6)
Htim = (- 1" x (1)
1.2 PRNG

S A R R AN A, B — R 3 TR SR
PRNG HEZL , A 2 ff 75, 00 35 00 4R 2 40 A 77 IR VB
5 ML H Al = R,

http://www.chinaaet.com



http://www.chinaaet.com

BB 5 ES G

Circuits and Systems Lo

S E

0 Mo (2o

x 0.5

n+l

upn
1010...0101... % 3FE0000000000000 { ng

64-bit block

I
: hexadecimal
I
I
I
I

F2 T S8R PRNG HESE

11 46 25 B X, T FELAE (0,1) Z 18], URS B 77 50 20 R R
f£ (0, 3FF0000000000000) Z ] . % & W Tl 3R 46 1 56
W) B 5 4, A Logistic 1R 8 1k 45 4 17 a8 5 st
HVF RO IR T O B ALT A X, o A B A TR
Ha TR T B AL F 51 X, RN B RR BN S, (0,1), BLAR R AR
J7 B 2456 X, 5 3FF0000000000000 F 457, 75 K T I A )
W X, mAL 1, 50k 0, 3 Bl Ak 7 X T A Ak 4k R R
A A B A R, OF HLE AR S A% o &5 SR X DL A B
e W) BT R A, T DU R Ak
2 FPGAMfEZZH

TEAS S, T4 B T FPGA 19 %% 2 5 72 fn 14
3TN o BEASBE 4% R G5 A Altera 24 7] Cyclone 1V
EP4CE115F29C7N H & V& LIt (25 & DL E.
W 2R G0 A B R A R U R 2 BTN . AR A LA L
[ 2F A% K005 8 UART #3113 15 455 B A vk b 17 1% i o
i 58 Load LA K & 3 J& , ¥1 1R % #H key_loaded[63 : 0] 1T
Uart_rx % [ 1% %7 3] PRNG & Bt . 7€ Logistic_Control #%
il B P /E R PRNG 348 H T i 25 1) %5 4 Xor_byte
[7:0], F 5 1 % A4 5048 Image[7 : 01 #E 4T 5 5 m %5 , 15
] %5 K154 Hf Enc_Image[7: 0], 338 i Uart_tx & 2% % &
BHEF| PC.

3 MEREMSH

T RN R G A AT M, H 512x512 (1% Lena JK
{0, 1% B4 , 76 Altera 2 1) Cyclone IV EP4CE115F29C7
NIF &G LA . BENERESHu = 64
h4010000000000000(4.0) ,

Wl A % 4 X, = 64'h3FB999999999999A(0.1), J&i [
15 s EAR DA K i R B 4 s o 258 s ok

(a) HISCEIR

(b) B[R

Uart_rx Load

| |

Data_load[7:0]
Input_BufferUart_rx |

Image[7:0] | ... | .| | ...
A 4 A 4
4 =)
- i | | | |
Logistic Control ) | | h |
] I | | |
HEE -Y-Y:-
£ = P
< % o | E E é 9 """
= _ ) 1 1 i 1
M T I I I
& X I 1 I 1
. l I I I
PRNG Xor_byte[7:0] ol
Enc_Image[7:0]
A
[ Output_Buffer
Uart_tx
Uart_tx

E3 3T FPGA RN % £ 48 i i 1K

% 2 FPGA 4% KAt A

S8 1

14 867/114 480(13%)

14 834/114 480(13%)

431/114 480(<1%)

0/532(0%)

Total memory bits 0/3,981,312(0%)
F Max 30.84 MHz

Total logic elements(LE)
Total combinational function
Dedicated logic registers

Embedded Multiplier 9-bit elements

M T A R0 AT ] R R R AR R R R R R K
WA B
3.1 HAFHBMESN

WU RAE T D RGN 2 PERE . R
B /NS 8 0Ok i SCIER . O TR SN R
Gt 1) 5 1B BE |, X 1T AR ROHE BE AT N BIF 5T AE 0

(c) f AR

%14  F£T FPGA 1Y Logistic TR ¥ &% i 72

(BT AR 20234 E49% 5 1 18 @

http://www.chinaaet.com



http://www.chinaaet.com

O BES RS

c! Circuits and Systems

WA LR — A, BEAT R AR . 20D Bl Sk R T
¥ 20 (2) 1IE#00) b %5 A B0HE R AR 56 1 bit BIFE . X (3)
¥ =X (2) IE B0 bh 2% 4R 8008 R AU S 1 bit BIEL . 40 il
(1) (2) (3) BUHEAE H fift 25 19 00 by 25 80, %o % &1 kAT Ao
o AR WME S PR . G5 R R UE M 1 bit
E R I e 5, o iUk
3.2 it o
321 REEFHE

PR A% 0 K BE B PR AT LB U M S o A K B R R
9 G TR A DA IR B L T T DA AR Y B
EUEAR FZAE M ST R AE o ok 3 v AR 52 5 b A E 3
A H T B R R BUR B G E B o T — A A Sk

AE % IR R R R E M ST 6 &, 45 839 20 70 A 1) L7
P, Xt 2 A0 X LA % AT 48 0 A5 R, ob 30 BB BT AR G A
B B6 M T JLA IR KR A B T A SR N Ja
R BE B R 22 ad X HE SR T R 2 I &
G i R AL 53 A T ML AT A, 0 PR BE R4
3.2.2 HKEERMBXRHES

N T BE— 2 oy By G In RCR PR AT T IETR
JEL I 5 22 e i R N IS B0 T B RE AR AR R E, A T
6 71 o P 6 3 WY It 1 4 79 1 A 408 5 3% 1) A A i s ) AR
KAk B AR FR A A AL, ARG PR B . LT A
SR Z8 B 5 A TR AR AT AR S A S A O R B 3
AT

(1)0 01111111011 10011001100110011001100110011001100110011001100110
(2)0 01111111011 {1001100110011001100110011001100110011001100110011010> 0.1
(3)0 011111110110

001100110011001100110011001100110011001100110011010

(b) 1L

() A | fi%

s w0 4 WAL 1 L A e i AR

3 000 1500

2000 ' 1000

© 1000 500

0() 100 200 256 00

a(2) a(3)

10 000 1500

c(2) c(3)

100 200 256

b (1) b (2) b (3)
1500

1000

500

100 200 250 l)0 100 200 256

d (1) d(2) d(@3)

Bl 6 2 P 00 i e K BZ B 05

www.ChinaAET.com

http://www.chinaaet.com



http://www.chinaaet.com

5 R G

250

JEfE

(o Ly JK

0 50 100 150 200 250

(. )b I HE B

Circuits and Systems Lo

0 50 100 i 150 200 250
(e, ALK SE(E

7 Lena [R50 % B J5 AH AR 1R 3 (6 2 A

mm:%i% (7)
mmzﬁgu;Emf (8)
cov (x,y) %j (x, - E())(y, - E(y)) (9)

“’V(x’ ) (10)

iﬁqﬂx\ym—XﬁH?B{%%ﬂE,E(x)%qzi’ﬁfa‘,D(x)%j?
Y522, r ANERM R B HE X BIAE[-1L,1] 2 8] . A 5E
F2 R4 X (R BARG ,  OR o 723K 3 K Lena J5UiR
PG A 22 5 A Sk i 9 AR MOOK A 3 B L X
L = A T7 ) L AT TR R A G R RO IR
2 I — 2[R FBO  Sk E JE AR oG R B0 S A R Bk AT
TR AT LU AR I AR OC R R IR T,
T T AR AR G R BURME #2300

(3 BRI £ AR

SCik K TEH X £ 2%

A3 -0.009 8 0.004 4 -0.0167
SCHR[2] -0.0207 -0.0176 0.016 8
SCHk[11] 0.000 49 0.000 78 0.000 63
Scik[12] -0.008 2 -0.005 4 0.002 0

3.3 EEMEAW

R B R e TR BB Ao E M . RS BT L
FH ok A 8 in i 60 PR TR L R RE L DA S T 4
R AFEMRHH RN EWT .

N-1
H, == z pilog, p; (11)

Kb p, Rom i RAEBBE, Xf?ﬁf“jvzsﬁlﬁl’él%‘? (E95)
W T 8, e R T B AL IR R . a5, R 480
T AL Lena % B9 A5 20 DL Bz — 26 28 5 S5 8 19 1148
R I R B B AR B R B SRR T
ASCHEITFRE B T A 2k fF B . A
B I e A A RE A R AR S 2 T et B LR

%4 REFiEmE Lena 5 0915 B 1

A3 JCEk(2] SCER[12] SCRR[20] SCRR(21] 3CEk(22]
7.9993 79888  7.9987  7.9993  7.9916  7.9931
&it

A SCHE T W Logistic 1R 1 7% 4532 B4 S LA B HL
V¥ 50 2k AT B T RS N % . 7E ED2-115 B - & -
i FH RS 4 45 38 18 5 Verilog 11 T 3 T L iR A 9 %
s e % R G0, A5 BOR 77 80258 0 L Lena FrifE
I3 P g B, %) FPGA BE 1 22 G0N % )= 1 Lena % K1 %
Ao B, SEHR Y6 IR T IR AH AR AR R A G HE AR, R B
WK %) 7.999 3, HUE T — i BEAL IR, 00 T 24 57— L8 m
WHEE . JF HE A FPGA %14 R Go A BT 1 % 9 Uk
LR R Geka e .
5% ik
[1] CHENJ, CHEN L, ZHANG L Y , et al. Medical image
cipher using hierarchical diffusion and non-sequential
encryption[J]. Nonlinear Dynamics, 2019 ,96(1):301-322.
[2] NIU Y , ZHANG X , HAN F. Image encryption algo-
rithm based on hyperchaotic maps and nucleotide se-
quences database[J]. Computational Intelligence and Neu-
roscience, 2017, 69-77.
SRERE, Tk AR, B RO N R AE 2 A B L A
R[], TERALS R 4%, 2021, 47(2):1-8.
WG R, BRAEN, REEE. A TZRIERSENWE K
o Bk [Cl/4 B T B ML 27 2 R AFE 22, 2012
261-263,299.
[5] KOTEL S, ZEGHID M, BAGANNE A, et al. FPGA-

based real-time implementation of AES algorithm for

[3

f—

[4

[—

video encryption, recent advances in telecommunica-
tions, informatics and educational technologies[C]// Re-
searchGate, Berlin, Germany, 2015(3):118-123.
[6] MWLMy, B &, Koo, % 5T Logistic 11 il 5 19 14
14800 % 3 55 Je FPGA SEBL[T]. 48 £ 2%, 2016(2):56-60.
[7] LAIPHRAKPAM D S, KHUMANTHEM M S. Medical

(BT AR 20234 E49% 5 1 18

http://www.chinaaet.com



http://www.chinaaet.com

BLY P

c! Circuits and Systems

image encryption based on improved ElGamal encryp-
tion technique[J]. Optik, 2017, 147: 88 — 102.
HASAN F S . FPGA hardware co-simulation of image

encryption using stream cipher based on chaotic maps[J].

[8

f—)

Sensing and Imaging An International Journal, 2020, 21

(1):117-130.

M4, sk m A, 5K 20 Mg . BEF Lorenz B4 Fll Logistic B 5

B 1R R G Beon 8 IR 0] AR AR T R R A AR,

2019, 39(1): 6-15.

[10] ARUMUGHAM S , RAJAGOPALAN S , RAYAPPAN
J , et al. Tamper-resistant secure medical image carrier:
an IWT - SVD - Chaos - FPGA combination[J]. Arabian
Journal for Science and Engineering, 2019, 44(11):9561-
9580.

[11] MERAH L, ADNANE A, ALI-PACHA A, et al. Real-

time implementation of a chaos based cryptosystem on

[9

fa—)

low—cost hardware[J]. Iranian Journal of Science and
Technology, Transactions of Electrical Engineering, 2021:
1-24.

[12] Z=H %, & =, 20T, 5 . 5 F 1E 5% [ 5t Logistic il
T I S5 4 P50 7 B 1 SO FPGA SE B[] W T 515 B
24, 2021, 43(12):9-18.

[13] EAE . B T 07 43 fife FE R W WS 19 12 2 B 450 % B 5 (0]
ML L, 2019, 36(1):5-10.

[14] JW A, KH A, SF A, et al. A logistic mapping—based
encryption scheme for wireless body area networks[J].
Future Generation Computer Systems, 2020, 110:57-67.

[15] PENG Y X , SUN K H , HE S B. Dynamics analysis of
chaotic maps: from the perspective on parameter estima-
tion by meta—heuristic algorithm[J]. Chinese Physics B,
2020, 29(3):12-27.

www.ChinaAET.com

[16] DAN Z , COWLISHAW M , AIKEN A , et al. IEEE
Standard for Floating—Point Arithmetic[S]. IEEE Std
754-2008, 2008:1-70.

[17) B IR, T % W] . HEF FPGA (¥ 1] it & V% £ ] it 76 0% o
JCE T SEELI]. T HLI I BE S, 2020, 37(9):5-12.

[18] SETOODEH P, HAYKIN S. Robust transmit power con-
trol for cognitive radio[J]. Proceedings of the IEEE,
2009, 97(5): 915-939.

[19] FU X, LIU B, XIE Y Y , et al. Image encryption—
then—transmission using DNA encryption algorithm and
the double chaos[J]. IEEE Photonics Journal, 2018:1-10.

[20] FAN S, LI K, ZHANG Y , et al. A hybrid chaotic en-
cryption scheme for wireless body area networks[J].
IEEE Access, 2020, 8:183411-183429.

[21] LI T, DU B, LIANG X . Image encryption algorithm
based on logistic and two—dimensional lorenz[J]. IEEE
Access, 2020, PP(99):1-10.

[22] XIANG H, LIU L . A random irregular blocking image
encryption algorithm based on improved digital chaotic
maps at bit level[J]. International Journal of Bifurcation
and Chaos, 2022, 32(04):111-123.

(ki H 391 :2022-05-15)

EHE BT
Pe o (1978-) , W, W4, #4%, EE W58 I L
15 HE R B BT BT BT AR .
AR (1997-) , B A+, %
5% 7 1w « B IR I %
FRE(1991-), 5 1+, Bl # %,
FFERESE Dy 1)« 4 WA B T B B T
5T .

http://www.chinaaet.com



http://wmw.chinaaet.com

hRAX 7= BR

GAEF A, R TR Falz & M AL 58T (B THAE AN
&, LARZAFR HERSEMIM. AEFMARIFIEL L. iLh.
EE AT ENSEE. RERT|PEREE, Fb—WERNBELTR
F & AR AR R AR,

BEB A, REX LR BB 2XHEE (CNKD), 7 74K
Pk iR IR GF 6. P AR RIEE (SR ). DOAT. £E (& F)4
B4 ). IST B ARFHEBARIR S M BB B S5 50ROk

s T ik R iE BOEAT A F ik R R RS AL . AR AR AL, R
B RI—y b B ARATH) R AP E G A

b 5 A |

CRRTHARMAD ZEHR
R B LR BT PR A R BB B ST

http://www.chinaaet.com





