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Abstract: Time-domain randomization makes side channel attacks difficult to align side information by inserting random delays,
redundant operations, and variable frequency clocks, thereby reducing the efficiency. Aiming at the problem of time-domain mis-
alignment of energy traces caused by time-dimensional randomization technology, this paper proposes an anti-time-domain ran-
domization method based on Trend Series Dynamic Matching (TSDM). This method analyzes the distribution of attack interest
points, and describes the shape feature of the energy trace, compresses the dimension of the energy trace, preserves the sensitive
information of energy attacks, suppresses the negative impact of noise, realizes the dynamic alignment of data, and improves the
efficiency of side channel attacks. This paper, conducts method verification and performance analysis for three typical time ran-
domization techniques. Compared with various classical alignment methods, this method has better data alignment effect in differ-
ent noise environments, and the number of energy traces required for the success rate of energy attack to reach 100% respectively
decreased by 23.8%, 24.2%, 11.3%.
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